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«MH(popMaLMOHHbIE TEXHOMNOMMU N TENEKOMMYHMKaLUN B CO30aHUN
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27 vioHa 2019 r. — IHxkeHepHbin gom «PTCod1» — Mockea

/ For power system expertise

Onbra BuktopoBHa CUHEHKO

Mpeacepatens MexayHapogHoro K D2 CUTTP3
PykosBogutens HaumoHanbHoro K D2 PHK CUIFP3
[eHepanbHbi aupektop AO «PTCodt», A.T.H.
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* [1naH yTBEpPXOEH B COOTBETCTBUN C:
- MpnHunnamum 3D: [ekapboHusauus, deueHTpanusauus, Oumkntanmsaums
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Influence and Contribute

PacnpocTpaHeHue KnoueBou nHgopmauum mexay
PYyKOBOAUTENAMM M cneuuanucrtamm

Vibrant and Inclusive

BbicokoypoBHeBble cepBuchl LleHTpanbHoro ocuca,
nopaaepxKka m soeneveHme HaumonanoHbix komuretoB CIGRE

Power Svstem of the Future
AHa.ﬂM3 M BNMIMAHMEe Ha mccrnegopaHua m paspa6o1'|(y HOBbBIX

TEeXHOJIOrM4YeCKMX pelueHMmn ana aHeprocucrem nmoboro Strategic
. Hanps>KeHus glea":hpeme“t
2018 - 2028
People and Skills of the Future - __

PacumpeHune YMCneHHOro u HauMoHasnibHOro CocrtaBa YJfieHOB,
nocTossHHOEe coBepLlIeHCTBOBaHUue co6CcTBEeHHbIX cepBUucoB
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CTpyKTypa coaepxaHus

1. Introduction

* Purpose of the Strategic Plan
SC D2 Mission

» Scope of activities

* Work organization

2. Challenges within the operational environment

3. Customers of SC D2

4. Objectives and Strategy

« Ambitions and objectives
« Strategic technical directions
» Strategic administrative directions

@agre

oHoBneHue CtpaTternyeckoro NnaHa SC D2 2018 — 2028
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w2y CIgre
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3. Customers of Study Committee D2

The following Target Groups are considered the key customers or stakeholders of SC D2

. Study Committees;
. Execulive Management (especially of SC D2 member organizations);
. Electricity Network Grid Operators, System Cperators, Market Operators, Industrial

Product Manufacturers, Telco Operators, ICT senvices providers, Energy Regulators,
Certification Entities;

. International Standardisation Organisations - IEC TC 57 (liaison A), IEEE, Web
Consortium (W3C), UTC, ...

. CIGRE Intemal Technical Committee, Regional Organizations (AORC, RIAC),
National Committees, Ordinary Members, Young members etc

4. Objectives and Strategy

4.1 Ambitions and objectives

Witnin its field of actvity, SC D2 aims to:

. Fulill the needs of its Target Groups

. Develop joint work with other Study Committees;

. Promate and recommend innovative solutions and concepts considering every relevant
factors (economical, technical, environmental, sacial and others);

. Be well balanced between information systems, telecommunications, telecontro and
automation

. Draw the interest of its Target Groups for the work done in the SC D2;

. Develop reciprocal exchange with other intemational bodies with similar scope (e.g.

IEC) to strengthen links and avoid duplication of wor

Updated: 4-30r-17
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nnaHe SC D2 2018 — 2028

PaclwiumnpeHue HanpaBneHUn gesaTeribHOCTU B CTpaTerudyeckomMm (7%
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O6HoeneHne Ctparterndeckoro nnaHa SC D2 Ha 2018-2028 rr. B COOTBETCTBUM C HanpasreHnamMm 3 KoHCcynbTaTUBHbIX

rpynn (AG):
* AG1 Core Business
* AG2 Cyber Security

* AG3 Tele communications

OcHoBHble nameHeHusa B Ctpaternyeckom nnaHe 2018 — 2028 no cpaBHeHUIO C NpeabIaYLINM

CtpaTternyeckum nnaHom 2017 — 2026

OcHoOBHbIe noTpedouTenu:

Electricity Network Grid Operators, System Operators, Market
Operators, Generation Companies, Industrial Product
Manufacturers, Telco Operators, ICT services providers,
Energy Regulators, Certification Entities

TexHnyeckoe HanpaBrneHue (TD) 3: New digital
trends used by EPU and new business services

Monitoring on the field experiences on the deployment of digital
equipment such as IEDs, PMUs, loT, Fog and Cloud
Computing, Network Function Virtualization, as well as the
processing of large quantity of information (big data) in the
domains of asset health, system operation, metering

PacwupeHnue TD 4: Cyber Security

Assessment and promotion of best practices, tools and
solutions of cyber security from field equipment (protection) to
corporate IT supporting the whole resilience strategy along
the system life cycle: design, implementation, testing,
operation and maintenance. Cyber security challenges related
to new devices, technologies and DER interconnection and
the additional data exchanges between Transmission
System Operators, Distribution System Operators and
Significant Grid Users, as required by the flexibility
management of future grids. '.4

v/ cigre
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SC D2: sponounsa TexHn4YeCcKuUx HanpasrieHUN
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TexHu4yeckue HanpaBneHus SC D2:

TD 1: Telecom network technologies and management

TD 2: Implementation of the networks of the future

TD 3: New digital trends used by EPU and new business services
TD 4: Cyber Security

OCHOBHbIE U3BMEHEHUA B HarnpaBlieHUsAX AeAaTesibHOCTMU, HabOnoaaemble 3a nocnegHue 10 ner:

- MepBoHavyanbHOo B obnactb uccnegoBaHma SC D2  6Gbinu BKNKOYEHbI BOMPOCHI PasBUTUA OU3NYECKON
NHMPPACTPYKTYPbI KPYMHbIX 3NEKTPO3IHEPreTUYECKNX CUCTEM U COBEPLLUEHCTBOBAHUSA TENTEKOMMYHUKALMOHHbIX
CUCTEM CBS3N

- B HacTosiwee Bpemsa B cootBeTCcTBMKU C¢ 3D cTpaternen passutna CIGRE TexHunueckune HanpasneHus SC D2
paclMpPEHbl U BKNKOYAT TEXHOSOMMU, CBs3aHHble C MNPUCOEAVMHEHMEM HOBbIX MNPOBaNOEPOB «MMOKOCTUY:
onepaTopoB BO30OHOBMSIEMbIX MCTOYHUKOB 3HEPIMM, MPOCBIOMEPOB, OnepaTopoB microgrid, arperatopoB

- @®okKyc Ha coTtpyaHudecTtBo Cc gpyrumm SC u3 npuoputeTHoro cnucka. SC D2 yBennymBaeT KONMYECTBO
coBMecCTHbIX pabounx rpynn ¢ SCs: B3, B5, C2, C6

-  @OKyc Ha Bonpoc obecneyeHus KNbepbe3onacHOCTU: NNaHNPyEMOE yBENNYEHNE KONMYECTBA 'oi foe
pabounx rpynn no JaHHOW TeMaTuKe. N7
y \.{!‘J CI
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Jsonouuna TexHn4vyecknx HanpasneHmnn SC D2 B cBeTe
nameHeHusa konmnyectesa WG/JWG

SC D2 WG Activities Transition (by Technical Directions)
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TD1: Telecom network
technologies and
management

TD2: Implementation of
the networks of the future

TD3: New digital trends
used by EPU and new
business services

TD4: Cyber Security




A U A

ST
A,
AktuHble Pl MexxayHapogHoro UK D2 CIGRE '&O}‘CI
%
For power system expertise
Ne Twun Homep HasBaHue PykoBoauTtenb MpeacraButens PHK Rara
yTBepXaeHus
Convenor for SC B5:
Time in Communication Networks, Protection and Control Yubo Yuan (CN)
L BS) Ee 2t Applications — Time Sources and Distribution Methods Leader for SC D2: 1T 200
Roel de Vries (NL)
- - - Pa6ouunx
2 WG D2-43 Enapllng software defined networking for EPU telecom Victor Tan (AU) KapaHtaeB Bnagumup 13.12.2016
applications NeHHagbeBUY rpynn
Usage of Public or Private Wireless Communication MepkynoB AHTOH
3 WG D2-44 Infrastructures for Monitoring and Maintenance of Grid Assets Paddy Mulvey (IE) FeHHapgbeBUY 20.03.2017
and Facilities (KasaxcTtaH)
CoBMeCTHbIX paboumnx
4 WG D2-45 'mrﬁ’ai‘t;itVOfngt"eg?"t‘:;get;er?“'23‘7”3 ?”‘1 C‘;'?t[a'”ttsro” EPU  Herwig Kiima (AT) 13.12.2017 rpynnbi ¢
sensitive data distribution and location of data storage UK B2, B5, C2, C6
5 WG D2-46 Cyt_)grsecurlty.futgre threats and !mpact on Electric Power Dennis Holstein (US) HectepoB Cepren 23.02.2018
Utilities organizations and operations AHppeeBuY
Hebepa Anekcen .
AHaTgnbeBm MpeacraButenen HAK
6 JWG D2/C6.47 éd;/taerﬁ:d (Ceneimer-St O EETgRESTIEs [ EMEgRme! Alexey Nebera (RU) PanuH Uropb KOpbeBuny 01.06.2018 D2 B cocTaBe PI/CPI"
¥ By6HoB Opui
BayecnaBoBuy4
Enhanced Information and Data Exchange to Enable Future
[ (RIS IRO7 & Transmission and Distribution Interoperability CETEIERE () YTKNH KOHCTaHTHH AOEAIS
EBreHbeBuy
" o . . Ying CHEN (CN)
8 JWG B2.72/D2 Condition Monitoring and Remote Sensing of Overhead Lines Akshat KULKARNI (UK) 02.04.2019
9 WG D249 Augmented reality / Virtual reality to support Operation and  Siamak Hossein Khalaj 17.06.2019

Maintenance In Electric Power Utilities (IR)
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 KonnyectBeHHOe u KayecTBeHHoe yBenun4yeHue P, BbinonHeHue rpadukoB no P
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- 9 akTuBHbIX Pl 9 npeanoxeHnn no 3anycky HoBbIxX PIT Ha cTagmm paccMoTpeHus
* NMy6nukaumna TexHuuyecknx bpouwtop (TB):

- TB 732 “Advanced Utility Data Management and Analytics for Improved Operation Situational Awareness of EPU
Operations”, onybnukosaHa B 2018

TB 746 “Design, Deployment, and Maintenance of Optical Cables associated to Overhead HV Transmission Lines”,

onybnukosaHa B 2018

- TB 762 “Remote service security requirement objectives” — k nybnukaumm B 2019

- TB by C6/D2.32 “Utilization of data from smart meter system” - k nyébnukauum B 2019
 Obyyvarowme cemmHapbl Ha meponpuaTuax SC D2 n seb6-nnarcdopme CIGRE :

JWG D2/C2.41, Advanced utility data management and analytics for improved operation situational awareness of EPU
operations (npedcmaserneH Ha Konnoksuyme SC D2 e XenbCuHKU, mpaHcnsyus eebuHapa: 11 urons 2019 e. 16:00 - 17:00
CEST)

JWG D2/B2.39, Design, deployment and maintenance of optical cables associated to overhead transmission lines
(npedcmaeneH Ha Konnoksuyme SC D2 e XernbCuHKU, mpaHcnsayus eebuHapa: 14 Hos6ps 2019 e., 12:00 - 13:00 CET)

Cyber Security Management — a key player in the EPU resilience strategy (npedcmasne+ Ha Konnokeuyme SC D2 8
XerbCUHKU)

ICT and Telecoms solutions for DERs and microgrids (6ydem npedcmaeneH Ha 9-t PeauoHarnbHou
FOxxHoagbpukaHckol KoHghepeHyuu CUMP3, okmsbpe 2019 e., MoxaHHecbype, KOxHas Agppuka, SC D2 TF Africa)

O6yyarowme cemmHapbl no pesynbratam pabotr WG D2.40, WG D2.46 6yayT npeactasneHbl Ha ceccumn CIGRE 2020



r A
SC D2: coTpyanudectso ¢ Apyrumu SC v MexaykapoareiMi (7)) ciore

opraHnN3aumnamu
NMpunoputetHble SCs: MexayHapoaHble opraHusauum:
e o B3, B5, C2, C6 ) :E(E:I,EWSC,

MpuopuTtet 2 ’ é;: éi’ A3, B1, * [lepecmoTp cnnCKOB Mo NpuopuTeETaMm

3annaHupoBaH Ha 2020 rog

SC D2 npeactaBuTenu BO BHELWHUX OpraHn3auusx:

OevicTBylOWwMiA npeacTaButenb SC D2

IEC-TC5H57 Arnaud Ulian (FR) TC-57 Chair (liaison with CIGRE D2)
Joél Nouard (liaison with TC 57)
Giovanna Dondossola (WG 15)

IEC-TC65 Dennis Holstein

h S

Gustavo Arroyo (MX)
peter Moy

10



HoBble (QononHuTenbHbIE) HanpaBrieHNsA B
TexHun4yeckoun ctpaterum CUIMP3O 2018 - 2028

A U A

ﬂpaﬁBepbl AnAa pa3BnUTuA MH(bOpMaLI,MOHHbIX TEXHOSIOTUN U TeneKOMMyHMKaLIMﬁ:

PacnpocTtpaHeHMe BO300OHOBMSAEMbIX W pacrnpenerieHHbIX 3HEPropecypcoB. CUCTEMbI YyrpaBreHus
pacnpegenuTensHbiMU  CETAMU, MUKPOCETWU, BUPTYyalnbHble OMNEKTPOCTAHUUWU, MOHUTOPUHI WU YyrpasBlieHue
pacnpeneneHHsiMu aHepropecypcamun (DER), nnatdopmbl-arperatopsl, 6r10K4ENH-TEXHOOMMN.

Hakonutenu: BHeapeHMe CUCTEM HAKOMMEHUS 3HEPrMm Ha OCHOBE INEKTPOXUMUYECKUX aKKyMYNATOPHbIX
GaTapeil, MaxoBuKK, NPOTOYHbIE BaTapeun, rmapoaHepreTrka, multi-energy pelweHuns (¢ TenNnOBbIM XpaHEHUEM),
npunoxeHns power2X (aNekTpo3HePrns - TEMMO, ANEKTPOIHEPIUS - ras ...), ANeKkTpoMoounu.

U3meHeHne cTaTyca noTpebuTtenen, paclumpeHme Mx npaeB M BO3MOXHOCTEN: UHTErpauust U yvactue B
cnpoce, YynpaefieHME CnNpocoM, YyrpaBrieHNne Harpyskon, WHTENNeKTyarnbHasi Harpyska, HOBble TUMbI
noTpebuTenen, Takme Kak anekTpomMobunu, ymHble JoMa U UHTENNEKTyanbHble N3MepuUTEnbHbIE YCTPOMUCTBA.

YMHble ropoga: WHTErPUPOBAHHbIE  TEXHONMOIMW  pacrnpedennuTenbHbIX — CUCTEM,  pa3BepTbiBaHUE
MHPOPMAaLIMOHHO-YNPAaBASOWNX U KOMMYHUKALMOHHBLIX TEXHOMOMMA ANS WHTErpaumMm CUCTEM C PasfiMyYHbIMU
BMAAMU reHepaLm 3reKTPOIHEPTUN.

3neKTpme|Kaum| yAaneHHbIX paﬁOHOB, N30JIMPOBaAHHbIE 3HEPIroCcUCTEMbl N OTAEJIbHbIE 3HEProCUCTEMbI
I'IOTpe6l/ITeJ'Iel7I, HE NOAKJTIOYEHHbIE K OGLLI,GIZ IHEeprocncrtemMe.

For power system expertise

11
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SC D2: Cneaysa HOBbIM CTpaTerMyeckum Lensim K744 cigre
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« 3anyck HoBbIx CPI' coBmecTHO ¢ C6:
- JWG D2/C6.47 Advanced consumer side energy resource management systems, 3anywieHa B 2018 rogy
- B nnane: JWG C6/D2 on EV, 3anyck B koHuUe 2020 roga

* YyacTtue B cuMno3nymax:

- Cunmno3nym 2021 «Active distribution network planning, operation and control», 10-16 okTa6p4,
2021 r., Knoto, Anonua. Yyacteyrowume SCs: C6, C1, C2, C5, D2

- Cnmno3nym 2023 “Renewables and challenges of integration and impact of RES generation on
the grid” (npegBaputenbHoe Ha3BaHue), 4-7 ceHTabps, 2023 r., KapHc, ABcTpanua. Yyacteywuwme SCs:
Co6, C1, C2, D2

12
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[T 1 / BAvsiHne HOBbIX MH(POPMALMOHHBLIX U KOMMYHUKALMOHHBIX TEXHOSTOMMA Ha

ANEKTpPO3HEepreTnyeckne npeanpunaTtna

* [NoTeHuman mawwmnHHOro o6yquvm N MCKYCCTBEHHOIo MHTEIJIEKTa AJ1A yny4dlleHus OﬂepaLlMOHHOVI OeATEelNbHOCTHN.

i COBepLIJeHCTBOBaHVIe ynpashieHunsa aktnBaMm " XM3HEHHbIM LUKITOM C NCMNOJ1Ib3OBaAHNEM NHTEPHETa BeLllen, GonbLUnX
OaHHbIX N aHaIlMNTUKN.

» Ponb 6rnok4yeinHoB B NOBbILLIEHUN 3(P(PEKTUBHOCTM PbIHOYHbBIX ONepaLni.

MT 2 /HoBble npobnembl knbepbe3onacHOCTN B MEHSIOLLENCS 3NEKTPOIHEPreTU4eCKom

* Mpobnembl knbepbesonacHOCTU NpY UCNONB30BaAHMN UHTEPHETA Belllei, 6onbLUMX AaHHbIX U 06nayHbIX NnaTopM.

* [po6nembl kMbepbe3onacHOCTU, CBA3aHHbIE C pacnpeneneHHbIMU 3Hepropecypcamm n ob6beanHeHneM HOBbIX
npoBangepoB «rMBKOCTUY.

* BoiaBneHuve yrpos3 Km6ep6e3onaCHocm C NOMOLLbIO aHann3a 60MbLWKX AaHHbIX U MALLIMHHOIO 06y‘-IeHl/I$-|.

[T 3 / lNoBbiweHne onepauoHHON 3PPEKTUBHOCTU NMPU NCNOSTb30BAHUN TEXHOMOIMIA CBA3N

Ha OCHOBE KOMMYTALIN MAaKETOB

* [pobnemsbl, cBAA3aHHbIE C NePEXOA0M K CETSIM CBSI3W C KOMMYTaLUMEN NakeToB.

» ObecneyeHne UCNob30BaHMS CYLLECTBYHOLLUMX U HOBbIX KOMMYHUKaLNOHHbLIX TEXHOMOIMIA B MEHSIOLLENCS
9MNEeKTPOIHEPreTUKe.

* Mopaepxka KPUTUYECKUX NO BPEMEHM OnepaTUBHbLIX CEPBUCOB MO TEXHOMOMUSAM C pacnpeaeneHnemM 1 CUHXpoHMU3aumen
BPEMEHN.

pynnoBoe aAnckyccuoHHoe 3aceaaHmne SC D2 — 26 aBrycTa, 9:00 - 17:00
(CEDT)




MexayHapoaHbin Konnoksuym SC D2

10 - 14 noHA, 2019 — XenbCUHKN, PuHNAHAUA



[Mporpamma KonnokBuyma

1. 10 vroHA - 3acegaHuns pabovnx 1 COBMECTHbIX paboumx rpynn
2. 11 voHsa - PerynapHoe 3aceganme SC D2

3. 12,13 uroHAa — OcHoBHas nporpamma Konnoksunyma, MornogexHas
cekumus

4. 14 nwoHA - TexHn4yeckne BU3UTblI B [JeMOHCTPAUMOHHbLIN LEHTP 5G
komnaHun Nokia, LleHTp ynpaBrneHuns BewaHnemMm CETEBOW KOMMAHUU
ceasu Digita n [lata-ueHTp TenekoMMyHuKaumMoHHon koMmnaHuu Telia

* 150 yyactHukoB 13 30 cTpaH mupa
50 poknapgoB no 3 Tematnyeckum 3acegaHuam

For power system expertise



Pe3ynkrathl aHKeTMpPOBaHUA cTpaH-4YneHoB SC D2

For power system expertise

* UHTepec mupoBoro coobwiecrtsa B passutuum UT n Tenekom

Core business
- Business continuity and disaster recovery

-TSO / DSO interaction, metering data
integration, Microgrid

- Remote sensing of overhead lines

- Artificial Intelligence big data, data science,
machine learning to support System
Operation and predictive maintenance

- Open data trends for TSO, DSO, Substation
Automation, GDPR

- IEC 61850 for teleprotection and for control
and monitoring

- Blockchain applications

- Coupling of SCADA data sources with
Asset, Outage and Maintenance management
systems

- Exchange between different synchronous
area brings new challenges for balancing
process

Cyber Security

- Regulation (Network and Information
Security Act),

- Shared/federated SOC

- Artificial Intelligence to support SOC
activities (threat analysis...)

- Certification of IED manufacturers
compliance to security standard

- Unidirectional communication protocols

- End2end security of smart grid
communications

- Cyber security challenges in DER,
microgrids and loT

Cloud computing + SDN

- Cloud-based computing vs on premise +
SDN and their cyber security challenges

Telecommunication
- loT networks and sensors
- Synchronization

- Challenges in DER connection
demands

- Integration between older technologies
TDM-based (PDH/SDH) and IP-based
communication: MPLS-IP, MPLS-TP to be
investigated

- Differential protection over packet
technology

-5G

- Business model about selling black optical
fibre or bandwidth
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NMpunoputetHblie Tembl SC D2 Konnokeuyma - 2019 - CIg
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MT 1/ NHpopmaunoHHO-KOMMYHMKaLMOHHbIEe TexHonorum (UKT), nogaepxueatoimne nepexoq

OQHEPIeTUKN K HOBOW Moaenu

« Bonblne gaHHble (Big data), aHanuTrka AaHHbIX C UCMOMb30BaHNEM UCKYCCTBEHHOMO MHTENneKTa ans obecnedyeHus
6esonacHol paboTbl SHEPrOCUCTEM.

« ObnayHble BblYUCIIEHUS.
« MawwnHHoe o6y4yeHue.

| MNT 2 / KnubepbesonacHOCTb

* YnpaBneHue yrpo3aMmn Ha anekTPOIHEPreTUHEeCKNX NpeanpusaTmsix.

* IHCTPYMEHTbI OLIEHKN 6E30NacHOCTM.

» ObecneyeHmne knbepbesonacHocT Npu paboTe SHEProCcUCTEMBLI.

* YnpaBneHue y4eTHbIMU JaHHbIMW C MOMOLLLIO TEXHONormm 6nokyenH (blockchain) Ha aHepronpegnpuUATUSX.

» bonbwune gaHHble (Big data), ucnonbdyemble ans obHapyxeHnsa knbepaHomanuii B MHOOPMaLNOHHbBIX U ONepaLmOHHbIX
TexHonorusax (IT/OT) Ha aHepronpeanpuATUAX.

MNT 3/ UHcTpymeHThl 0T ans aHeprocuctem

* 5G gns ceten MHXeHEepPHO-TEXHUYECKON MHGPACTPYKTYpbI.
* IHCcTpyMeHThI 0T gna sHeprocucrem.
* [Mpobnemsbl knbepbesonacHocTu B l0T.




MT 1: CneumnansHbIn penoptep Mapceno Kocta fle Apayxo (Bpa3unus PSTAR
T penoptep Map Le Apayxo (Bp ) @Z}}omgre
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* WHchopMaLMOHHO-KOMMYHUKaLMOHHbIe TexHonorum (UKT),
nogaepXxuBarolme nepexon IHepreTMKN K HoBon moaenu

Oupxutanusauus
Grid Operatmns o DE“REM“mﬁ “ C'.ustnmeroperatmns
” Smart Grid Energy
Devices

. i
(7)) vuyssn DataManagement ‘e 70

Renewables &

Applications Smart
o Appliances o
Central —
Generation
Customer Energy
. Management Systems g

] L2TQE Scale
g1 Energy Storage

i

© B B 8 & & B &

R

SCADA & EMS Distribution Meter Data Customer Geospatial Qutage Demand Work
Historians Management Management Information Information Management Response Management
Systems Systems Systems Systems Systems Management  Systems

Systems




MNT 1: CtatucTuka no goknapgam

For power system expertise

Bcero no NT1 Ha Konnokenym 661510 nogaHo 15 nogaHHbIX AOKNaaoB

1. PacnpepeneHune no noaremam

m Big data, data analytics
using artificial
intelligence (Al) for
securing the electric
power utilities
operations

m Cloud computing

m Machine learning

2. PacnpepgeneHue no cTtpaHam

Number of Papers, by Country

China

Japan

Slovenia

Spain

Great Britain, France, Denmark
Finland

USA

—
|
Russia
(I
(I
I—
(I
(I
Bosnia and Herzegovina



NT 2: CneuynanbHbIn penopTtep xosaHHa [loHaoccona (Utanua PETAY
Ly p pTep A AoHp ( ) p‘gzye’“‘c'gre

For power system expertise

« KubepbesonacHocCTb

Bcero no NT2 Ha Konnokesuym ObIfio nogaHo 16 nogaHHbIX 4OKa40B

1. PacnpepgeneHune no nogremam

0; 0% 2. PacnpepgeneHue no cTtpaHam

® Threats management

3 17% B Security assessment PS2 Synopses by Country

tools

m Blockchain technology

Big data for detecting 4
cyber anomalies

m Cyber security 3
maintenance 2
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MNT 2: CneunanbHbIY penopTtep [IxoBaHHa [loHaoccona (UTtanusa SIA
Ly penoptep [ AoHp ( ) p@!}.CIgre

For power system expertise

 TpaHcdhopmMauusa 3HEPreTM4eCcKoro ceKkropa

Electric
Vehicles

Storage

I Nepepava




Smart grid: yyacTHMKM npouecca

A

Renewable

energy
source
operators

Active
customers

Distribution

companies

—_— \ operators
Generation

Market
operators

For power system expertise



HoBble nnatdopmbl / npunoxeHusa

« OO6GopyanoBaHue / anroputmbl / ycnyru
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Predictive Healing
Maintenanc

Cloud Fraud
Platform Protection
Machine =1 . Big Data
Learning ] q 200 Analytics
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Remote Clients
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For power system expertise



PeanbHble cniy4yam Kubepartak
« SGTech 2019, Johan Straten by Cyberbit

Let’s face it: Our IT-OT systems are
an Attacker’s Playground

2013 2015 2016 2017 2018
Iranian intrusion into Black Energy Industroyer f Triton/Trisis Grizzly Steppe
New York Dam's C&C Targets Ukrainian Crashoverride Targets Saudi petrochemical APT targeting US power
system power companies Kiev power outage plant’s ICS emergency shutdown grid
system

T AP I 4
| 1
| |

2016 2018
MNotPetya Ransomware Ransomware
Targets Ukraine power grid, banks and Targets Bristol

gov, attacks US and EU cos. Airport’s FIDS

Havex Undisclosed malware
Targets European ICS manufacturers Targets UK energy and
and orgs telecom sectors
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For power system expertise




MNT 3: CneunanbHbIn penoptep CamncamaTttn TaHHep (CDMHn;al,Mﬂ)

* WHcTpyMeHTbI lIOT ANnA sHeprocucrtem

Bcero no NT3 Ha Konnokenym 661510 nogaHo 9 aoknagos

1. PacnpepneneHune no noaremam

Number of Papers per Country

Great Britain, India _ 1
Finland _ 1
onina. | >
sapan |

0 1 2 3 4 o

For power system expertise



loT ansa aHepronpeanpuaTUN

Sensors:
Environmental
conditions
Criticality of the
system

Sensors, Actuators,
Devices, etc.

= measuring

= signaling

- etc.

Gateways / Data Edge
Acquisition systems - Pre-Processing
- Data aggregation - Edge Analytics
- AID

= Control

Communication

Data Center / Cloud

= Analytics
= Management
= Archive

\/

Management

For power system expertise

Usage:
- EPU
processes

interworking
with legacy
systems
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SC D2 KonnokBuym — 2019: ny4ywive goknagbil =9 ..

 PekomeHaoBaHbI ana nyonukaumm B CSE:

- PS1 “An Intelligent Power Line Inspection Image (Video) Analysis System”, Gao
Kunlun, China

- PS2 “Cybersecurity Defense System for Distributed Communication Network in
IEC-61850 Power Substations”, Tom Ko, Martin Jenker, Germany

- PS3 “Sensor Information Transmission Using a Smart Meter Communication
Network to Monitor Electric Power Facilities”, T. KIUCHI, T. OKABE, Japan

 lIunnom 3a ny4wumn ctyaeH4YeCKUn AoKknaa B paMmkKkax OCHOBHOMU CeCCUu:

- PS1 “Active power flow control using machine learning”, E. Tsydenov, A.
Prokhorov, P. Khaustov, Russian Federation

. e Iunnom 3a nepBoe MecTo B MONIOAEXHOWN CEeKLIMK:

- PS2 “Multi-model Tracking Estimation for Cyberattack Detection”, A.Kulikov, I.
Lukicheva, Russian Federation



CemunHap HUK D2 PHK CUTP3

«MITHOpopMaUNOHHbIE TEXHONOIrMK N TeNeKOMMYHUKaLU B CO30aHUN
LMPPOBOU 3NEKTPOIHEPIreTUKU: ApanBepbl, pelleHns, BO3MOXXHOCTH
n pucku c ydyetom onbita CUMPI»

/ For power system expertise

cigre

Onbra BuktopoBHa CUHEHKO

Mpencenatens MexayHapogHoro K D2 CUTTP3
Pykosogutens HauuoHanbHoro VIK D2 PHK CUIP3
[eHepanbHbI aupektop AO «PTCodt», O.T.H.
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